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Chapter 1. High Availability Function

This chapter shows how to setup high availability function.

This chapter is divided into the following sections,

Section 1.1: Introduction

Section 1.2: Examples and Web Configurations

The basic application graph is shown in Figure 1-1. There are two Vigor 3300V routers
connected to the Internet. One is as Master and the other one is as Slave. Both are
connected to a subnet 192.168.1.x from the LAN port. For the further more settings,
please refer to the next section.
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Figure 1-1. A Scenario of High Availability



At first, we need to configure High Availability in the Master device. Please refer to the
Figure 1-2.
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Figure 1-2. Web settings of the Master

Then, we have to configure High Availability in the Slave device. Please refer to the
Figure 1-3.
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Figure 1-3. Web settings of the Slave
The most important points are as below
Both the Master and Slave must share the same Group number value.
The Role value of the Master device is different from that of the Slave device.
Both the Master and Slave must share the same Virtual IP value.

Master Failure / Shutdown

Once the Master unit is shut down or fails, Slave would be switched from idle state to
active state after 3 to 4 seconds and then take over Master.

Master Restart
Once Master is back to normal, and then Slave will be restored to be idleness.



Multiple Slaves

There should be only one Master, but multiple Slaves are allowed. Generally speaking,
the Slave with the greater LAN IP address will have higher priority to play the role of
Master if the original Master is shut down or fails. For example, the IP address
192.168.1.4 will have higher priority over 192.168.1.3.

Reference

The HA function was developed based on VRRP (Virtual Router Redundancy Protocol).
For further detailed information about VRRP, please refer to RFC 2338.



Chapter 2 . VPN Function

This chapter is divided into the following sections,

Section 2.1: VPN Dial-in Function

Section 2.2: VPN Dial-out Function

Section 2.3: VPN Three Parts Communication

Section 2.4: IPSec Host to LAN ( Smart VPN Client) DHCP over IPSec
Section 2.5: VPN PPTP Host-to LAN by Smart VPN Client

2.1.1 Introduction

The first example is to establish a LAN to LAN VPN Tunnel. The basic form of LAN to
LAN VPN is to let both routers’ internal networks can connect with to each other. In this
example since only one site has a fixed IP address, the VPN tunnel must be established in
one direction .(from dynamic-IP site to fixed-IP site). If you do want both sites can
always to initiate the connection automatically, the router with the dynamic IP must be
always online. Otherwise, only one direction can work normally. In this example, only
Vigor 3300V has a fixed IP address, so when the VPN Tunnel is dropped, Vigor 3300V
cannot initiate a connection to Vigor 2900V.

Suppose the Headquarters in Taipei uses a Vigor 3300V, while the branch office in
Shanghai uses a Vigor2900V. The network administrator requires the employees in
branch office to access the database in the headquarters through the encrypted VPN
tunnels. The purpose is to avoid leakage of relevant confidential information which is
important. Please refer to Figure 2-1.
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Figure 2-1. A scenario of VPN in dial-in from Vigor 2900V



There Below is a configuration table as below between Vigor 3300V and Vigor 2900V.

Vigor 3300V Headquarters Vigor 2900V Branch Office
WAN IP 220.135.240.207 61.31.167.135
PPPOE, fixed IP PPPOE, dynamic IP
LAN IP 192.168.33.1 192.168.29.1
Internal Network 192.168.33.X 192.168.29.X
Encryption Method DES-SHA1
Preshared Key 3300

2.1.2 Examples and Web Configurations

2.1.2.1 Configurations in Vigor 3300V
Step 1

Suppose the subnet of Vigor 3300V internal network is 192.168.33.X, for detailed setup
instructions please refer to the LAN Setup chapter. Enter VPN\IPSec\Policy Table, click
1, and then press Edit. Please refer to Figure 2-2.
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Figure 2-2. Edit of policy tablel
Step 2
First you should enter the Default page. There are three fields on this page.

Basic

It deals with basic settings, including profile name, authentication type, preshared key,
etc.

Name

You can specify a name to this profile. To facilitate easy management and differentiation,
please type 2900V .

Preshared Key
Type 3300 (It must be identical with 2900V’s).



Admin Status
Use the default settings (Enable).

Local Gateway

It deals with relevant settings of the local router, including selection of the WAN and
internal network, etc.

WAN Interface

Vigor 3300V has 4 WAN ports. In this example, we choose WANL to establish the VPN
tunnel.

Network IP / Subnet Mask

It is the internal network of Vigor 3300V. Please enter 192.168.33.0 /24 (/24 = Mask
255.255.255.0).

Remote Gateway

It deals with relevant settings of the remote router, including WAN IP and internal
network, etc.

Security Gateway

It is about the WAN IP of Vigor2900V. In this example it is not fixed, so please enter
0.0.0.0.

Network IP / Subnet Mask

It is the internal network of Vigor2900V. Please enter 192.168.29.0 /24 (/24 = Mask
255.255.255.0).

Please refer to Figure 2-3.
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Figure 2-3. Web settings of Vigor 3300V



Step 3
Advanced page

In this example since the connection is initiated by Vigor 2900V, th

is determined by Vigor 2900V. By default Vigor 3300V allows des-

e encryption method
md5, des-shal,

3des-md5 and 3des-shal, so no change is required. Just press the Apply button to finish

the configuration. Please refer to Figure 2-4.
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Figure 2-4. Advanced settings of Vigor 3300V
Step 4

After configuration, the router will jump switch to the VPN - IPSec -

Policy Table page.

Confirm if the settings are correct. Now the setup for 3300V configuration is completed.

Please refer to Figure 2-5.
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Figure 2-5. Policy table of Vigor 3300V



2.1.2.2 Configurations in Vigor2900V
There are some setup procedures as below.
Step 1

Enter the web page of Vigor2900V, and click the VPN and Remote Access Setup link.
Please refer to Figure 2-6.
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Figure 2-6. VPN web of Vigor2900V

Step 2
Click the LAN-to-LAN Profile Setup link. Please refer to 11-7.

» Remote Access Control Setup
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Figure 2-7. LAN to LAN settings of Vigor2900V



Step 3

Click Index 1, and enter relevant settings of the VPN tunnel connected to Vigor 3300V.
Please refer to Figure 2-8.
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Figure 2-8. LAN to LAN profiles of Vigor2900V

Step 4
Common Setting

It deals with basic settings, including profile name, enable or disable the profile, call
direction, etc.

Profile Name

Specify a name to this profile. To facilitate easy management and differentiation, please
type 3300V .

Call Direction

Specify the call direction to this profile. In this example the connection is initiated from
Vigor 2900V to Vigor 3300V, so please select Dial-Out. In this example V3300V is not
allowed to dial in.

Idle Timeout

By default, it is 300 seconds. If the profile connection is idle over the threshold of the
timer, the router will drop the connection.

Please refer to Figure 2-9.
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Figure 2-9. Common settings of Vigor2900V
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Dial-Out Setting

It deals with relevant settings of Dial-Out connection, including encryption method,
preshared key and remote site’s WAN IP.

Select IPSec Tunnel and enter the WAN IP 220.135.240.207 of Vigor 3300V. Press the
IKE Pre-Shared Key button, and then a window will pop up. Just type 3300 (It must be
identical to 3300V’s). Press finish the configuration of IKE Pre-Shared Key. Then click
High (ESP) and select DES with Authentication (default is DES without
Authentication).

2. Dial-Out Settings
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—— T TS PPF authentication
£ L2TPE with IPSec Policy |Mone —|

W Camprassian & on © Off

Dial Number for ISDN or
Server IP/Host Name for WPMN. IIKE Fre-Shared Key JI"“ J
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Figure 2-10. Dial-out settings of Vigor 2900V

Dial-in Setting

It deals with relevant settings of Dial-In connection. In this example you do not need to
configure this part.

3. Dial-In Settings
Allowed Dial-In Type Usemame I-m—'
¥ 1SDM Password I
[2{RETE Y] Compression & on € Off
¥ IPSec Tunnel
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l— F DES ¥ 3DES W AES
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" Use the Following Mumber to Callback
Callback Mumber I
Callback Budget ID miruteds)

Figure 2-11. Dial-in settings of Vigor 2900V
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TCP/IP Network Settings
It deals with the internal network of the remote site, etc.

In the Network IP and Mask field, enter 192.168.33.0 and 255.255.255.0 respectively,
and then press OK to finish the configuration. Please refer to Figure 2-12.

4. TGP/IP Network Settings
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£l

Figure 2-12. TCP/IP network settings of Vigor2900V
Step 5

After configuration, the router will automatically switch to the LAN-to-LAN Profiles
Setup page. Confirm if the settings are correct. Now the setup configuration for of
Vigor2900V is completed. Please refer to Figure 2-13.

LAN-to-LAN Profiles: | iy
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Figure 2-13. Created profiles of Vigor2900V

Step 6

Enter the main page of Vigor2900V and click the VPN Connection Management link.
From the pull-down menu, select (3300V) 220.135.240.207, and then press Dial . Vigor
2900V will initiate the VPN connection to Vigor 3300V. Please refer to Figure 2-14.

£ = System Management > VPN Connection Management

Dial-out Tool Rsfresh Seconds : |10/ | Befresh |

‘ I{ 3300V ) 220.135.240.207 EI Dial !
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Remote Virtual T T Rx Rx o
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Figure 2-14. Connection settings of Vigor2900V
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Figure 2-15. Connection status of Vigor2900V
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Figure 2-19. Ping status

Step 12

If the numbers of Packet In & Packet Out increase, it means there are packets passing is
traffic through the VPN tunnel.
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2.2.1 Introduction

This case is based on example 1. The difference is that both sites have a fixed IP address
and the connection is initiated from Vigor 3300V (Dial-Out) to Vigor 2900V (Dial-In).

Suppose the Headquarters in Taipei use a Vigor 3300V, while the branch office in
Shanghai uses a Vigor 2900V. The network administrator requires the employees in
branch office to access the database in the headquarters through the encrypted VPN
tunnel. The purpose is to avoid leakage of confidential information.

__Internet
‘j-:l‘\{ Tunn:;l .

. .|

2900V
33004
W;-IEE e 192.168.29.1

Taiwan \. China J

@'l Shanghai
& <
192, 168.33.10 192.168.29.10

Figure 2-20. A scenario architecture graph
Below is a configuration table between Vigor 3300V and Vigor 2900V.

3300V Headquarters 2900V Branch Office
220.135.240.207 61.31.167.135
WAN IP
PPPoE, fixed IP PPPoE, fixed IP
LAN IP 192.168.33.1 192.168.29.1
Internal Network 192.168.33.X 192.168.29.X
Encryption Method DES-SHA1
Preshared Key 3300
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2.2.2 Examples and Web Configurations

2.2.2.1 Configurations in Vigor 2900V
There are some procedures as below.
Step 1

Enter Vigor 2900V 'sthe web page of Vigor 2900V, click the VPN and Remote Access
Setup link.

Figure 2-21. Vigor 2900V web configuration
Step 2
Click the LAN-to-L AN Profile Setup link.

Figure 2-22. LAN-to-LAN profile setup
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